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Nightly backups

װ Yes, it’s possible in API Management!

װ Some limitations:
ױ A backup or restore operation takes about 10-15 minutes

ױ You can only restore backups within the same tier

ױ Backups expire after 30 days

ױ Backup functionality is not available in the consumption tier

ױ You get an API; you must do the plumbing yourself



Nightly backups
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Expose your Open API Definition

װ The options are:
ױ Download from the Azure Portal

ױ Export from the Developer Portal

ױ Dynamically expose your Open API Specification
ײ Think about security
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API Inspector traces

װ What are these?
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API Inspector traces to App Insights

װ Set App Insights verbosity to debug



API Inspector traces to App Insights

װ Enjoy the result!
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Hide stack traces

װ Tradeoff

Security Usability
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Optimally hide stack traces

װ Trace correlation Id in App Insights

װ Include Id in generic error message
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Emit custom metrics from APIM

װ There is a policy!
ױ Multi-dimensional metrics within a custom namespace

ױ Can be easily integrated with Power BI



#6



Layered API Design
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Layered API Design

װ Internal routing
ױ You can route via https://localhost/...

https://localhost/
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HTTP or HTTPS?

װ Configurable on each API
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Enforce HTTPS with Azure Policy

װ You can write a custom Azure policy
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Global access control

װ Common security requirements:
ױ Access control is managed in IdP, not in API Management

ױ The API consumers can be users or daemons

ױ The API consumers use standardized OAuth2 authentication flows

ױ The API consumers can authenticate with client secret or certificate

ױ For each API, read and/or write access can be granted.



Global access control

װ Implementation with Azure AD



Global access control

װ Implementation with Azure AD



#9



Understanding policy scopes



The <base/> element

װ No <base/> = no parent scope execution
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Enforce the <base/> element

װ There are two options:
ױ Validate policies in source control

ױ Validate policies within an API Management instance
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Passwordless communication

װ Use Managed Identity wherever possible
ױ It’s free

ױ It’s simple

ױ No need to manage credentials

ױ Available on frontdoor and backdoor
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